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Subject: SMB and NTLM Encryption Support List
SMB and NTLM List for Sharp MFP Products.
Note: All Sharp MX MFP models support SMB Version 1 and NLTL Version 1. Models
MX-M365, MX-M465, MX-M565, MX-M364, MX-M464, MX-M564, MX-M654N, and
MX-M754N also support NTLM v2 and SMBv2.

Series SMB Version NTLM Version Supported Encgﬁ;g’;ﬁizﬁz ﬁ?fl\r/:thm
MX-M354N
MX-M354U
MY-M314 SMB vl NTLM v2 MD4 (128 bits), HMAC-MDS5 (128 bits)
MX-M264
MX-M283N
MX-M363N
MX-M453N SMB v1 NTLM vi DES (56 bits), MD4 (128 bits)
MX-M503N
MX-M350U
MX-M350N SMB v1 NTLM v1 DES (56 bits), MD4 (128 bits)
MX-M450N
MX-M623N
MX-M753N SMB v1 NTLM vi DES (56 bits), MD4 (128 bits)
MX-4100N
MX-4101N SMB v1 NTLM vi DES (56 bits), MD4 (128 bits)
MX-5001N
MX-6201N
MX-7001N SMB v1 NTLM vi DES (56 bits), MD4 (128 bits)
MX-C310
MX-C311
MX-C400 SMB v1 NTLM vi DES (56 bits), MD4 (128 bits)
MX-C401
MX-C312
MX-2615N
MX-3115N SMB v1 NTLM v2 MD4 (128 bits), HMAC-MDS5 (128 bits)

SHARPFP ACADEMY

2347 EDUCATION NL_INE WITH You -

Sharp Plaza Mahwah, NJ O

e-mail: sharp-pc@sharpsec.com yww

(continued) 10F2




Tech Tip TT-061115_1

Encryption/Hash Algorithm

Series SMB Version NTLM Version Supported Supported In NTLM

MX-2610N
MX-3110N SMB vl NTLM v2 MD4 (128 bits), HMAC-MD5 (128 bits)
MX-3610N
MX-2640N
MX-3140N SMB vl NTLM v2 MD4 (128 bits), HMAC-MD5 (128 bits)
MX-3640N
MX-4110N
MX-4111N
MX-5110N
MX-5111N
MX-6240N
MX-7040N

SMB v1 NTLM v2 MD4 (128 bits), HMAC-MD5 (128 bits)

SMB v1 NTLM v2 MD4 (128 bits), HMAC-MD5 (128 bits)

Series SMB Version NTLM Version Supported

MX-M654N
MX-M754N
MX-M365
MX-M465
MX-M565
MX-M364
MX-M464
MX-M564

SMB v2 NTLM v2

SMB v2 NTLM v2

The information contained within this document is for troubleshooting purposes only to help resolve the issue described. This information
is not officially supported by Sharp Electronics Corporation and no warranty is provided, written or implied. Design and specifications are
subject to change without notice.

Sharp, Sharp OSA, Sharpdesk, My Sharp, and all related trademarks are trademarks or registered trademarks of Sharp Corporation and/or
its affiliated companies. All other trademarks are the property of their respective owners.
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